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Abstract of the contribution: This contribution discusses and proposes to clarify the definition of AAA. Other clarifications for easy understanding are also proposed.
1. Discussion
The AAA used in untrusted wifi access in LTE is called 3GPP AAA server which is not the traditional AAA server. 3GPP AAA server is only responsible for retrieving AVs, comparing RES to XRES, while the traditional AAA server is for Authentication, Authorization and Accounting. It seems that there is overlapping between AAA and CP-AU, and between AAA and PGW. Therefore, the AAA shall be changed into subscriber repository to mitigate the overlapping, and new definitions are introduced from security point of view. The scenario that NextGen support the authentication from 3rd party is also proposed. There are some other changes in the documents for clear.
2. Proposal
***** BEGIN 1st CHANGE *****
6.12.1.1.1
Security Architecture
In this reference architecture for the unified security framework it is assumed that for non-3GPP accesses there may be either security protection provided by the AN between the UE and the CN, or no security protection or insufficient security protection provided by the AN between the UE and the NextGen CN. 

Figure 6.12.1.1-1 describes the relationship between the network functions and the UE functions for the authentication framework.

NOTE: the functional interfaces identified between the network functions do not necessarily correspond to the NextGen CN interfaces (e.g. as described in Annex G) but represent the exchange of security context between the functions.
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Figure 6.12.1.1.1-1: Reference architecture for Unified authentication framework for in non-roaming scenario

The unified authentication framework is defined in the following and shown in figure 6.12.1.1-1.


Supplicant function: The function inside the UE that executes the authentication process with the peer on network side.



Subscriber Repository Function: This function contains subscriber profiles for authorization, user identities and corresponding long-term credentials for authentication.


CP-AU authentication Function: A function in the serving network that performs UE authentication process and interacts with Subscriber Repository Function for retrieving authentication materials

User Plane Protection Function: This function provides the protection (e.g. encryption, integrity protection, etc.) of the user plane data exchanged between the UE and the Access network and/or between the UE and the Core Network (e.g. in case of untrusted non-3GPP accesses). The Protection function may be located the Core Network e.g. when not present in AN.

NOTE:
The authentication between the UE and the CP-AU Function is performed only in the signalling plane.

Editor's note:
The definition of protection mechanisms for control plane and user plane are is out of the scope of SA WG2 and it left to SA WG3 and RAN.


CP CN function: indicates a CP-CN function defined for other mechanisms (e.g. mobility management, session management)
CP-AN Signalling Protection function: applies to control plane information exchanged between the UE and the Access network. 
Security Context Management function (SCM): A function in the core network that upon successful UE authentication maintains an authentication security context from which the security contexts for the specific functionality as applicable for the CN and the specific AN will be derived. 
Editor’s note: Whether the SCM function can be co-located with CP-AU, with a CP CN function or it can be a standalone NextGen CN function needs to be coordinated with SA WG3.
The following functional interfaces are considered:

-
AU-UE: Supports authentication mechanisms between the UE and the entity performing the UE authentication in the NextGen CN. AU-UE represents the end-to-end set of messages and parameters exchanged between the UE and the CP-AU Authentication Function. The authentication mechanisms supported by this functional interface may be transported over NG1via other 5G NextGen mechanisms (e.g. encapsulated in mobility management signalling or session management signalling) and forwarded to CP-AU by the CP function implementing the 5G NextGen mechanism (e.g. mobility management CP function), to enable UE authentication for such procedures. The authentication mechanisms supported by this functional interface may otherwise be exchanged between the UE and the CP-AU directly over NG1 and separately from mobility management and session management signalling. In either case, the authentication exchange is end to end between the UE and the CP-AU Authentication Function.
Editor's note: Exchange of the authentication mechanism signalling between UE and CP-AU will depend on how the authentication architecture in NextGen CN will support roaming scenarios. The decision where to place CP-AU in roaming scenarios (i.e. at VPLMN vs HPLMN) needs to be coordinated with SA WG3.

-
AU-SCM: Supports interaction between the CP-AU function and the SCM function for the exchange of the authentication security context. 
-
SCM-AN: Supports interaction over NG2between the AN and the SCM function for provision of security context (e.g. depending on the security requirements in terms of ciphering, integrity protection, etc.) upon authentication, connectivity establishment, mobility, etc.
NOTE:
Whether the SCM function provides the security context to the control plane or user plane part of the AN depends on the RAN design, the specific AN and needs to be coordinated with SA WG3.
-
SCM-CN: supports interaction between the SCM function and CP-CN (CN Signalling Protection function) for distribution of security context from SCM to CP-CN.

Editor’s note:
Whether CP-AU is collocated with other CP-CN functions (in the HPLMN or in the VPLMN) needs to be coordinated with SA WG3.
-
SCM-UP: supports interaction over NG4 between the SCM function and a User Plane Protection Function in the core network (e.g. in a UP-GW) for distribution of security context from SCM to user plane protection function.
-
AU-SubRep: supports interaction between the CP-AU Authentication Function and Subscriber Repository Function for authentication of the UE.

Editor's note:
Some of these interfaces may be actual reference points in the 5G NextGen architecture, others are captured just to represent the logical relation between functional entities and to describe the functional model, as described below.
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Figure 6.12.1.1-2: Mapping of functional interfaces
The definition of an authentication framework for different access systems connecting to the  NextGen core network needs to consider the following aspects:

-
The types of UEs in terms of capabilities

-
UEs supporting capabilities specific to the NextGen CN (including e.g. protocols and procedures specific to the 5G NextGen system)

-
UEs supporting only a subset of the capabilities specific to 5G NextGen CN (e.g. not supporting NextGen MM).
Editor's note: Whether stationary UEs with reduced or no mobility requirements make still a basic use of the MM function within the NextGen CN is FFS. 
In order to take these aspects into consideration, this solution proposes an authentication framework based on the following principles:

-
Decoupling authentication and key management from other CN functionality (e.g. mobility management, session management, etc.) to enable the definition of a separate  CP_AU function from other NextGen CN functions. The CP-AU function is a function used for authenticating UEs independently of the UE’s support for 5G NextGen CN capabilities (e.g. support for mobility).
-
Supporting the transport of authentication mechanisms that may be access network specific over a common authentication transport between the AN and the CN.

-
Authentication mechanism include 3GPP authentication mechanisms for the 5G RAT and for evolved LTE, 3GPP authentication mechanisms for non-3GPP access networks (e.g. 3GPP mechanisms for trusted Wi-Fi scenarios), and possibly mechanisms for other access technologies that may not be defined by 3GPP. As an example, depending on the specific authentication mechanisms to be supported, the common authentication transport may be AAA to support authentication mechanisms based on EAP.
Editor’s note:
 Whether it is possible to assume a single transport of authentication mechanism common to all access networks and whether this can be based on EAP is left for SA WG3 to decide.
-
The transport of authentication mechanism over the AU-UE logical interface may be performed via other mechanisms depending by procedure (e.g. via MM function if the UE is authenticated upon attachment and the establishment of an MM context).
***** End of CHANGE *****
�NG1 below the RAN shall be changed into AU-UE
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